Email Encryption for
Electronic Messaging
Hospice of the Western Reserve has implemented email encryption to protect the transmission of confidential
information. Paid and Volunteer staff members are to use Hospice of the Western Reserve provided
encryption services to securely communicate with people outside the agency. This will not affect sending
normal electronic messages that do not contain confidential information.
What is Confidential Information?
Confidential information is anything that contains personal information, HIPAA protected information, or
sensitive agency information. This includes patient or employee names, social security numbers, and credit
card numbers. As a rule of thumb, if you are sending information that you would not feel safe giving to a
stranger, then the email should be encrypted.
What is Electronic Messaging?
Electronic messaging constitutes any form of digital communication. For example emails, video, audio, text
messages, chats, and instant messages all qualify as electronic messaging.
Why Encryption is Necessary?
Many electronic messages, including email, are sent across the internet in plain text. These messages can
potentially be seen by someone other than the intended recipient. This other person can use information in
the email for malicious purposes such as identity theft.
What Encryption Services does Hospice of the Western Reserve Provide?
Currently Hospice of the Western Reserve only provides encryption for email. Other forms of messaging are
not secured. Text messages and other unsecured communication should never contain any form of patient or
other confidential information.
How to use email encryption:

Sending and Receiving Encrypted Email
1. When sending PHI to somebody out of the organization, the sender needs to put two ## somewhere
in the subject line of the email.
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2. The email recipient will receive the encrypted email and will need to follow the instructions to open
it.
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3. Click on the message.html to download the attachment. Depending on what browser you are using,
click on the file or select Open to view the attachment in a new browser window.

Using Chrome browser

Using Internet Explorer browser

3

4. They can send a one-time passcode to your email or sign in with a Microsoft account to view the
message.

5. If they choose a one-time passcode, they will be sent a separate email with the Passcode.
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6. The email will be called “Your one-time passcode to view the message”

7. The user will type the Passcode from the email into the Passcode field on the webpage and click
continue to open the message.

8. The user can now read the message
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